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The paper discusses the problem of creating a single authorization system for university information systems.
The number of information systems is constantly growing, therefore, there is a question of providing the user with
a centralized single sign-on to such systems. The authors studied the existing solutions. After analyzing the solu-
tions, they have selected the fastest growing systems, such as the Blitz Identity Provider and IBM Security Access
Manager for Enterprise Single Sign-On, and considered their key advantages and basic restrictions. The solutions
were compared according to the following criteria: cost, availability of an open source code, restrictions on con-
nected systems.

The authors review the existing university subsidiary systems and propose the implementation of their own
single sign-on system. The paper describes certain aspects of the system implementation in detail, including the
authorization process in subsidiary systems and displaying of subsidiary system pages; they consider the system
architecture and the authorization mechanism. The security issue and developed solution testing is studied, the
main advantages of the resulting solution are revealed: cross-platform, centralized display of the subsidiary system
menu in one place, cost. During testing of the developed system, no XSS vulnerabilities, SQL injections, etc. are
identified. The system supports authorization through VVKontakte, other subsidiary systems and the basic version
by name and password. The developed information system is used at ETU “LETI”.
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Nowadays, there are more than a billion sites on the global Internet [1]. Most sites have their own authorized
access system. However, such approach forces us to store usernames and passwords for each system.
And the more users have to remember them, the higher the chance of data loss or theft. Moreover, a user must
remember the link to the system, follow the link, enter the authorization data and only after that he gets the appro-
priate rights that will allow using the system. If a user needs to work with two or more systems at the same time,
the login script is repeated the corresponding number of times.

The solution to the problem of large number of user credentials is single sign-on. Single Sign-On (SSO)
is a technology that allows a user to switch between systems without re-authentication.

There are two types of SSO:

— Enterprise, which implies the installation of an agent on user workstations for automatic substitution of the
user's login and password in the application authentication windows [2];

— Web Single Sign-on, which provides authentication functionality in web applications. This technology pro-
vides a single authentication service (provider) for an organization's connected applications supporting such pro-
tocols as SAML, OAuth, and OpenlD. In this case, one account is used to access all applications [2].

This approach allows a user to reduce many of his credentials in different systems to a single profile and saves
time by eliminating the need for repeated authorizations [3].

The SSO disadvantages include the growing importance of a single profile in the context of information secu-
rity, since with a successful attack on a profile, an attacker immediately gains access to all data associated with
SSO and all resources that are accessed using this profile. Thus, when creating SSO, it is nesessary to pay extra
attention to the protection of credentials [4].

For big organizations that have many subsystems in their management, the task is to create a compromise
solution that will create comfortable working conditions for users and at the same time maintain the proper level
of protection [5].

The overview of the existing solutions

Let us study the market for existing SSO offers. The sought solution must have the following properties:

— an open source code. Providing full access to the source code provides extensive opportunities for modifi-
cation and subsequent improvement of the single sign-on system, as well as tight integration with the subsidiary
systems;
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— the ability to connect an unlimited number of subsidiary systems. It is planned to use ETU “LETI” as an
experimental site, so the problem of the number of “subsidiary systems” that can be connected to SSO is important
since the number of the university information systems is growing.

According to MarketsandMarkets’ forecasts, which is a global analytics agency, the total Single Sign-On market
volume will grow to $1,599.8 million by 2021 compared to $846.6 million in 2016. Let us consider Blitz Identity
Provider and IBM Security Access Manager for Enterprise Single Sign-On as the fastest growing systems [6].

Blitz Identity Provider

Blitz Identity Provider authentication server is software for managing user login to applications. It provides the
ability to equip company's websites and mobile apps with user account security features that contain the latest
security practices.

Key features [7]:

— single sign-on. Common methods of connecting applications are supported: SAML, WS-Federation,
OpenlID Connect, OAuth 2.0, connection via web-proxy;

— flexible authentication. There are more than 10 ways to authenticate users: password; using an electronic
signature; using social networks and USIA; two-factor authentication using hardware key fobs, software genera-
tors, mobile applications, SMS codes. Different authentication rules can be applied to different groups of users
and applications;

— access control. Applications access is regulated depending on the attributes of users, their access groups,
login context parameters and the authentication methods used,;

— logging of security events. Centralized registration of all successful and unsuccessful access events,
changes in account security settings.

In addition, the system capabilities also include:

— customizable user self-service services, i.e. automation of the processes of registering accounts, maintain-
ing profiles, recovering a forgotten password;

— web console for managing all settings of the authentication system, automating account management pro-
cesses, auditing access events;

— customizable interface appearance, i.e. it is possible to customize an individual design for accessing each
connected application;

— high performance (more than 1000 requests per second with response time less than 200 ms) with low
demand on hardware resources for system deployment;

— Blitz Identity Provider is included in the Unified Register of Russian Programs for Electronic Computers
and Databases.

IBM Security Access Manager for Enterprise Single Sign-On

IBM Security Access Manager for Enterprise Single Sign-On is an IBM solution that automates access to all
applications in an organization using access profiles and corporate policies. The technology provides a single
registration in Microsoft Windows, Mainframe Web, Java using any gadgets that are end network devices, includ-
ing PCs, laptops, tablets, terminal servers.

The solution supports a wide range of authentication tools: RFID tags, smart cards including hybrid, biometrics.
Users can take advantage of the security policy configuration features: timeout blocking, automatic termination of
inactive sessions. The solution supports the multiplayer mode.

The system interacts directly with external users and systems; provides unified access control, reduces the
number of errors in account management, reduces the time to make changes to accounts by increasing automation,
provides data about user accounts across operating systems, monitors and audits user accounts to verify compli-
ance with corporate policy.

Key features [8]:

— support for a wide range of smart cards, RFID tags, biometrics, hybrid smart cards (when organizing multi-
factor authentication);

— the ability to flexibly configure security policies, such as locking the screen and closing applications by
timeout, automatic ending of inactive sessions, etc.;

— support for multiplayer mode;

— support for terminal mode work.

The existing solutions were considered taking into account the following criteria: cost, open source, restrictions
on connected systems, Web version, security of solutions, display in one tab.

The Blitz Identity Provide authentication server is a commercial project of the Softline. Only the partners of
the REAK SOFT company can tell the cost of the Enterprise version. The Standard version is free, but has limited
functionality.
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IBM Security Access Manager for Enterprise Single Sign-On costs $144 for 12 months.

The Blitz Identity Provide authentication server and the IBM Security Access Manager for Enterprise Single
Sign-On are commercial projects, therefore the source code access is not provided.

To connect this technology to your systems, it is nesessary to purchase a license, and depending on the cost,
the number of connected subsidiary systems changes, for example, the Standard Edition from Blitz Identity Pro-
vide makes it possible to connect up to 20 applications, therefore, as in the case of an IBM product, it is nesessary
to have a license for a bigger number of subsidiary systems.

The current technology of corporate single sign-on (Enterprise Single Sign-on, ESSO) implies the installation
of an agent on user workstations, which provides automatic substitution of the user's login and password. However,
this client is not suitable for all devices. As for the need for an interaction web interface, it should be noted that
the browser is installed on most modern devices.

IBM's solution is ESSO, while Blitz Identity Provide has a web interface.

Solution security

The solutions under consideration, in particular the Blitz Identity Provide, provide a server that will perform
all user’ authorization actions. Therefore, all authorization data will be stored not inside the network, but on the
company's server. So, companies are trying to secure their client data as much as possible, in particular, this solu-
tion provides two-factor authorization [5].

However, it should be noted that moving such server to the internal network reduces the risk of being compro-
mised. Therefore, this reduces the need to develop additional security systems.

To work in several systems simultaneously, a user needs to authorize several times; he will have as many tabs
(applications) launched as the number of applications he interacts with. At the same time, the considered solutions
perform authorization for the user; the interface provides an opportunity to go to another application for a couple
of clicks, having already automatically logged in on the corresponding page.

After reviewing and comparing existing solutions, we have identified their key features. Despite the fact that
these solutions are in high demand, they have some drawbacks. It is proposed to develop a solution devoid of the
indicated drawbacks and test it at ETU “LETI”.
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The solution is designed using a multilayer ar-
chitecture [9] described using the architectural pat-
tern “Layers” [10, 11].

PostgreSQL is used as a DBMS at the data

ﬁ storage level [12]. The ORM framework Sequelize
postgresql (sequelize/sequelize) is used to access the data.
Hereinafter, links to open source software on
Fig. 1. The solution architecture GitHub are provided in this format.
Authorization in the system is possible through
the VKontakte social network using the OAuth 2.0 protocol, as well as through other subsidiary systems. For this
purpose, the necessary endpoints are set when adding a subsidiary system, then when entering the UPA IS system,
the user is immediately loaded with rights in this system.
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At the level of business logic, modules in TypeScript are implemented to perform the tasks described in the
corresponding layer.

The interaction between the client and server parts built using the polka web server (lukeed/polka) and the
Node.js platform (nodejs/node) is carried out through the REST API [13].

Unlike the considered analogs, the UPA client is “thin”; it is a web application written in TypeScript using the
Vue.js framework (vuejs/vue). This choice is due to the ease of scaling and high adaptability of these technologies
in comparison, for example, with Angular and React [14, 15].

The system has an authority separation. The administrator is given the ability to add/edit/delete subsidiary
systems. The users are able to authorize in systems added by the administrator. In case of successful authorization,
tabs of a subsidiary system appear in the side menu, so the user can start actively working with it.

Let us consider the most significant features of the components and processes of the resulting information
system.

Authorization

Upon entering the IS, the user is given the opportunity to link the current profile in the UPA system to any
subsidiary IS. The general scheme of the authorization mechanism is shown in Figure 2.

1. Redirect to auth J bl 1

user id
e
6. JWT Token
Client Server
£ child ULK
system
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4. Base Auth 3. Base Auth
Client
ULK 7. JWT Token (postMessage)
> 2. Redirect
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8 JWT Token (header) | secret
>
iFrame Server
child «child
system 9. Session system &, JWT Token,
Refresh Token
o
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-

Fig. 2. The process of authorizing a user in the system for the first time

The user logs into the system through the VKontakte network or another subsidiary system, thus, information
about him appears in the session.

The user clicks the button “link the account to the subsidiary IS”” which enables a request to the UPA server,
and the user ID is retrieved from the session.

Further, there is an appeal to the endpoint of the subsidiary IS. The link to the reverse redirect, the user ID
implemented by OAuth 2.0, is passed.

If the current user does not have a session, then we perform basic authorization in the system.

The user enters authorization data in the subsidiary system, then redirects with the authorization code.
This code is used by the UPA server to obtain a JWT token.

The subsidiary system server reports the JWT token to the UPA server, the token to update. The JWT token
contains information about the user and the menu that is available to him in the subsidiary IS. If the JWT token
lifetime expires, a request is made to receive a new one using a refresh token.

This JWT token is reported to the UPA client in order to pass authorization in the iFrame.

Using the postMessage method, this token is sent to the client side of the subsidiary IS. It is set that all subse-
quent client’s requests to the server will be executed with a header containing the given token.

Further, the subsidiary IS client sends a request for authorization in the system with this token.

The server checks the received token and gives the session, for example, in the Cookie form.

The subsidiary system can inform the client about the authorization success/failure in the system via postMes-
sage.
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After going through all the stages described above, the user enters the UPA IS. This mechanism allows linking
the current profile in the UPA system to any subsidiary IS.

Displaying pages of subsidiary systems

Displaying pages of subsidiary systems is implemented through iFrame. iFrame or floating frame is a separate
window, HTML document that is displayed along with other page content in the browser window. The usage
example:

<iframe
src="http://child.etu.ru/iframe/page/example?hideSidebar=true"
width="1920" height="1080" >
Your browser does not support iframes!

</iframe>
To display the page, it is necessary to provide a link to it. With this capability, it is possible to pass additional
information through Query parameters, for example, whether to display the navigation and sidebars or not.
For client parts to interact, it is necessary to transfer messages between them, for example, JWT tokens. This
message is implemented via postMessage. Below are the sending from the UPA to the iFrame and the message
handler in the subsidiary IS.

const data = {'anyDataKey': 'anyDataValue'}
f.postMessage (JSON.stringify(data), 'http://child.etu.ru/page/example')

function handlerMessage (e) {
var origin = e.origin
if (origin !== 'http://ulk.etu.ru') {
return false;
}
const data = JSON.parse (e.data)
// work with data
}

window.addEventListener ('message', handlerMessage) ;

—_— —_— Considering the fact that
user’s rights, profile or menu in
. ResL AR S the subsidiary systgm may
[CasntLE UPA change, the UPA IS will contain
irrelevant information. To up-
date it, the UPA implements a
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- posiMessage ”r T Service Bus: R _
ooy URL pardeis JWT Tokens e nens | ON the UPA server. Menu infor

mation is stored in the token,
which allows immediate menu
update by updating the token.

The general bus layout is
shown in Figure 3.
Client Server i
chid = » chid Menu display
system Rest API system
In this implementation, UPA
IS displays the entire content of
Fig. 3. The scheme of interaction between the UPA client/server parts the subsidiary system page. The
and the subsidiary IS problem of a double menu arises:

both UPA and the subsidiary IS
have own site navigation. The
user might get lost and not under-
stand which menu is responsible for what. This is especially inconvenient if he wants to work in two or more
subsidiary systems at the same time, so it was decided to combine the navigation menu into one common one
located in the UPA. For this purpose, in each JWT token, next to the user ID JSON is put in the following format
responsible for the menu:
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{
"menu": [
{
"name" :"Partners",
"child": [
{
"name":" List of partners",
"url":"https://dev.digital.etu.ru/trajectories/iframe/part-
ners/list",

"icon": {
"type":"font-awesome",
"content": ["fa", "list-ul" ]
}
b
]
b
{
"name":"Library",

"child": [
{
"url":"https://dev.digital.etu.ru/trajectories/iframe/library",
"name":" Library browsing",
"icon": {
"type":"font-awesome",
"content":[ "fa", "book"]

Testing

In order to check the developed IS performance, as well as to identify and correct errors, we have tested security
to prevent unauthorized access and the interface to identify errors that arise during user’s interaction with the UPA.
To identify problems related to the developed IS security, the security testing included the following tests:

— nginx configuration;

— the presence of SQL injections, XSS;

— authorization in the system;

— security authorization.

The security testing of nginx configuration was based on the gixy program, which is used to detect security
problems and searches for other nginx configuration errors. No vulnerabilities were found during testing.

SQL injection testing was done manually using the sqlmap utility. During manual testing, we detected and
corrected 1 injection. Automatic testing involved SQL substituting injections from the PostgreSQL database set
into the given IS URLSs. In total, more than 500,000 requests were sent to the server. No SQL injections were
detected.

Testing for XSS was based on the Burp Suite web application security audit platform [16]. A sitemap was built.
For every request sent to the server, an XSS substitution attack from a given set was performed. In total, more than
200,000 requests were sent to the server. XSS were not found. To prevent the XSS attacks, special headers were
installed on the site.

The exchange of authorization data in the system is based on JWT tokens. In order for an attacker to narrow
the circle of searching for token options, it was decided to insert a check for the token encryption algorithm. If an
attacker manages to pick up an alternative encryption token CVE-2015-9235, then his token will be incorrect.
Additionally, it was found that in order to increase the of the token signature searching time, the length of the
secret-part must be at least six. Then, to find it at a speed of 300 requests/sec, it will take more than five years to
find a valid token, which is much longer than its lifetime.

User interface testing

The testing involved creating test scenarios for using the developed system for each process [17]. An example
of a test scenario for creating an audience booking request by an instructor is presented in Table 1.

Let us imagine positive and negative scenarios for creating an audience booking application by a teacher. Pos-
itive ones are: a user enters a username and password and enters the UPA,; a user clicks to log in through VKontakte
or “subsidiary system name” and enters the UPA. The negative ones are: a user did not fill in all the fields and
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clicks to enter using a username/password; a user has not filled in at least one field and clicks enter via login/pass-
word; a user clicks to enter through VKontakte, but does not confirm the requested permissions inside the redirect
window; a user clicks to login via “subsidiary system name”, but the system is not active at the moment.

During testing, about 30 system errors were found and fixed.

After reviewing and comparing ready-made solutions, the main UPA advantages are highlighted:

— The system is designed as a web application, which enables simultaneous remotely operation in several
systems via the Internet.

— Storing a database with user authorization data on a separate server increases the system security, since it
is necessary to ensure only server security, in contrast to distributed systems.

— Centralized display of subsidiary system menu in one place.

— The subsidiary system interface is moved to the UPA side menu in terms of navigation. This improves
usability, as all necessary links will be stored in one place, and it will be easier for a user to find them. Thus, it is
possible to work in several systems at the same time in just one browser.

Table. 1
A test scenario for user's authorization in the system
Column name Action / Result
Scenario name System authorization
Preconditions The user was logged into the system earlier

The user has set a password for login (optional for login via login/password)
The user is not currently authorized in the system

Input values User goes to login page
The user enters the login/password from the UPA system
The user clicks the “Login” button

Expected result User successfully logs in
Postconditions The user login is displayed in the administrator audit log

Considering that it is necessary to purchase an annual (or monthly) license to use commercial project SSO, the
developing your own solution looks more profitable in the long term. In addition, UPA IS bypasses restrictions on
the number of connected systems, in contrast to commercial projects.

Conclusion

The identified functional requirements have become the base for the developed UPA, which automates the
process of entering the university systems by providing a single entry point. Unlike the considered analogs, the
system is cross-platform, since it is a full-fledged web application and does not require the installation of additional
clients. The system supports authorization via VVKontakte, other subsidiary systems and the basic version by login
and password.

During testing of the developed system, it was not possible to identify XSS vulnerabilities, SQL injections, etc.
The authorization security audit also did not reveal any vulnerabilities.

The proposed solution has the following disadvantages: subsidiary systems must support the implemented
communication protocol. This is necessary to provide basic security for user authorization. Another point of system
expansion is the introduction of two-factor authentication. Since the loss/theft of the username/ULC system pass-
word entails a corresponding loss of access to subsidiary systems, the importance of one password increases.

The developed UPA IS is used in the processes of ETU “LETI”.

Acknowledgements: The authors are grateful to Ivanov V.S., Timofeev A.A. and Petrunenko D.A. for their
participation implementing the UPA IS individual components.
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OTKPBITOTO UCXOIHOTO KOJa, OPAaHHYEHHS Ha IOAKIIOYaeMbIe CHCTEMBL. ABTOPBI PACCMOTPENHN CYLIECTBYIOIINE
JIOYEpPHHUE CHCTEMBI By3a U MPEJIOKHIN Pealu3annio coOOCTBEHHOM CHCTEMBI €IMHOTO BXOAA.

B pabote moapoOHO onucaHbl OTENBHBIE aCTIEKTHI Pealn3alii CUCTEMBI, B TOM YHCIIE TIPOLECC aBTOPHU3AIIH
B JIOYCPHUX CHCTEMax M OTOOpPaKEHUS CTPAHMUI] IOYEPHUX CHUCTEM, PACCMOTPEHa apXUTEKTypa CHCTEMBI
Y MEXaHM3M aBTopu3auu. M3ydeH Bonpoc 6e30macHOCTH U TECTUPOBAHMS Pa3padOTaHHOTO PEIICHHs, BBISBICHBI
OCHOBHBIE MPEUMYIIECTBA MOJYYEHHOTO PEIICHUs: KPOoCcCIUIaTGOPMEHHOCTD, [IEHTPAIN30BaHHOE OTOOpaKeHUE
MEHIO «I0YEPHHUX» CHCTEM B OJTHOM MECTE, CTOUMOCTb.

B xozme tecTrpoBaHus pa3pabOTaHHON CHCTEMBI HE BBIABICHBI ys3BUMOCTH XSS, SQL-mHBEKINN U mpouee.
CucreMa noJiep >kuBaeT aBTopu3anuio yepes cetb «BKoHrakrey, npyrue nouepHue cucTeMbl 1 6a30BbIH BapHAHT
0 UMEHH U mapoito. Pazpaborannas madopmarmonHas cucteMa ucronbs3yercs B CIIOIDTY «JIDTW».

Kntouesvie cnosa: edunas asmopuszayus, web-npunogicenue, 6e30nacHoCmb agmopusayul, eOuHoe uHpopma-
YUOHHOE NPOCMPAHCMEBO.

Bnazooapuocmu. Asmopwi svipasicaiom 6aazooaprocms Usanosy B.C., Tumogpeegy A.A. u Illempynenro J].A.
3a yuacmue 8 peanuzayuu OMOeIbHbIX KOMHOHEHMO8 UHBOPMAYUOHHOU cucmembl « YHueepcanivhviil JudHbIl
Kabumnemy.
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